SUMMARY Since an FFT-based speech encryption system retains a considerable residual intelligibility, such as talk spurts and the original intonation in the encrypted speech, this makes it easy for eavesdroppers to deduce the information contents from the encrypted speech. In this letter, we propose a new technique based on the combination of an orthogonal frequency division multiplexing (OFDM) scheme and an appropriate QAM mapping method to remove the residual intelligibility from the encrypted speech by permuting several frequency components. In addition, the proposed OFDM-based speech encryption system needs only two FFT operations instead of the four required by the FFT-based speech encryption system. Simulation results are presented to show the effectiveness of this proposed technique. key words: orthogonal frequency division multiplexing (OFDM), speech encryption system, residual intelligibility
Introduction
Speech encryption techniques have been widely used in the corporate and military sectors for some time now. An analog encryption technique can be used with the existing analog telephone and narrowband radio communication systems, so analog encryption has been one of the most popular encryption techniques in speech communication. In general, most currently available analog encryption techniques are based on a permutation of the speech components in the time domain, frequency domain, or both [1] , [2] . In addition, there are also many other analog encryption techniques in the transform domain, for example, fast Fourier transform (FFT) [3] , [4] , discrete cosine transform (DCT) [5] , wavelet transform [6] , and so on. Other new speech encryption techniques include Hadamard transform [7] , circulant transformations [8] , as well as the blind source separation based method [9] . However, a speech encryption system, such as one based on FFT, retains any residual intelligibility in the encrypted speech. This can be easily detected by eavesdroppers and can even degrade the security of the encryption system.
To eliminate the effect of residual intelligibility, we propose an OFDM-based encryption technique that can remove traces of residual intelligibility in the encrypted speech. Simulation results indicate that the proposed encryption system can attain a high level of security while retaining the quality of the recovered speech. Figure 1 shows the block diagram of the proposed OFDMbased speech encryption system; the system parameter settings are given in Table 1 . The proposed system operates at a sampling rate of 8 kHz and processes speech signals in the 300-3400 Hz band that is transmitted over a channel bandlimited to 0-4000 Hz in range. The frame size of the IFFT (FFT) unit is set to 256 [3] , [4] , resulting in a 32 ms frame time.
System Description
On the transmitter side, an original speech signal (PCM format at 8 bits per sample) is first converted to a binary data stream, and then the binary data are reassembled The frequency components are converted to parallel form by the serial-to-parallel (S/P) unit and permuted by the permutation unit before being fed into the inverse FFT (IFFT) unit to transform the components into time-domain signals [10] . The output signals of the IFFT unit are then converted back to serial stream by the parallel-to-serial (P/S) unit before they are transmitted through the communication channel. On the receiver side, an inverse procedure is accomplished to recover the input speech signal.
Permutation and Depermutation
Since the proposed system has 256 subcarriers, the number of permutable frequency components is (256/2) − 2 = 126 (discarding the DC and symmetry points) because of the conjugate symmetry requirement. To avoid bandwidth expansion, we permute all 93 frequency components corresponding to the subcarriers numbered 12 to 104. Thus, the proposed system has a frequency range of 375-3250 Hz, which is within the bandwidth of the original speech signal. The rest of the subcarriers (that is, numbers 0-11 and 105-127) are set to zero.
In the proposed system, we permute the frequency components by using a scrambling key in each frame to protect the contents of the speech signal. This means that each scrambling key determines a permutation P for the set {1, 2, . . . , N} of the frequency components. For example, if we take N = 5, one possible permutation P for {1, 2, . . . , 5} is given as P(1) = 5, P(2) = 3, P(3) = 1, P(4) = 2, P(5) = 4. In this case, the permutation P can be represented as 1 2 3 4 5 5 3 1 2 4 that is, we write P(i) underneath i for each i, i = 1, . . . , N. One fundamental property of permutations is that for any permutation P on {1, 2, . . . , N}, there is a permutation P −1 called the inverse of P such that
The generation of scrambling keys in the proposed system is controlled by the seed S 0 and a secret key, which is an embedded permutation pattern (I 1 , I 2 , . . . , I 93 ). A random number, R i j , which corresponds to the i-th position in the j-th frame of the input sequences, is first generated by a pseudo random number generator with the seed S 0 . Next, a simple and efficient algorithm is used to generate the scrambling key for each frame. This algorithm is given as follows [11] :
Step The scrambling key generated in Step 2 is a permutation version of (I 1 , I 2 , . . . , I 93 ) . Accordingly, in the proposed system, there are 93! possible scrambling keys to permute the frequency components in each frame; therefore, the key space is 93! ( 1.16 × 10 144 ). Although any scrambling key similar to the identity permutation or to any circularly shifted versions of the identity permutation may still leave residual intelligibility in the encrypted speech, they are unlikely to be chosen consecutively by the algorithm given in Step 2. Therefore, any residual intelligibility is virtually eliminated in the proposed system.
Results and Discussion
The block diagram of the simulation model is depicted in Fig. 1 . The channel is characterized as a 64-tap zero-phase linear filter channel with additive noise. We assume that the channel noise is additive white Gaussian noise with an SNR of 25 dB, and the synchronization between the transmitter and receiver is perfect. The encrypted speech is extracted from the output of the transmitter before being fed into the transmission channel by using the same structure as the receiver, except that the depermutation unit has been removed. Fig. 2 (b) by comparing Fig. 2 (d) with Fig. 2 (e) . From Fig. 2 (c) or 2 (f) , the encrypted speech is shown to be similar to white noise, which indicates that no residual intelligibility can be used by eavesdroppers at the communication channel. Compared with the original speech waveform [ Fig. 2 (a) ], the magnitude of the encrypted speech [ Fig. 2 (c) ] has been scaled because of the random rearrangement of the frequency components on the 64-QAM signal constellation by the permuting process. Figure 3 shows the corresponding spectrograms of Fig. 2. From Fig. 3 (b) , the formant and pitch information have been obviously destroyed in the encrypted speech and this process can attain some degree of security for the FFTbased encryption system. In contrast, the formant and pitch information are completely removed from the encrypted speech for the proposed OFDM-based system, as shown in Fig. 3 (c) . This can largely increase the security of the proposed system because it is difficult to deduce the information contents from the encrypted speech. 
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Objective Performance Measures
The residual intelligibility of the encrypted speech and the quality of the recovered speech are much subjective quantities. In addition to the informal listening tests, we also take segmental SSNR (spectral signal-to-noise ratio) and LPC distance to objectively assess the performance of the proposed system [3] . Speech material consists of 10 sentences, each two seconds long, spoken by both male and female speakers. Table 2 shows the segmental SSNR values for both OFDM-based and FFT-based encryption systems. Under the two cases (channel noise with SNR = 25 dB and ∞ dB), the segmental SSNR values of encrypted speech for the proposed system are much smaller than those of the FFT-based system. This indicates that the spectra of encrypted speech of the proposed system are severely distorted. The encrypted speech of the proposed system sounds like white noise; on the other hand, the FFT-based system retains a considerable residual intelligibility in the encrypted speech. Although it cannot distinguish the contents of the encrypted speech, both talk spurts and the original intonation sound clear. As channel noise SNR is ∞ dB, the segmental SSNR values of recovered speech for both systems are very high. This means that the quality of the recovered speech is satisfactory for both systems. In contrast, the segmental SSNR value of recovered speech for the proposed system is much larger than that of the FFT-based system under channel noise SNR = 25 dB. In this case, the recovered speech of the proposed system sounds clear but obviously noisy for the FFT-based system. It demonstrates that the performance of the proposed system is better than that of the FFT-based system. Table 2 also reports LPC distance values for both systems. The LPC distance values of encrypted speech for both systems are greater than the perceptual threshold 1.0 [3] , indicating a high degree of distortion in the encrypted speech. Under channel noise SNR = ∞ dB, the zero LPC distance indicates the good quality of the recovered speech for both systems.
When channel noise SNR is 25 dB, however, the LPC distance value is not equal to zero, which means that the quality of the recovered speech of the FFT-based system is inferior to that of the proposed system. From the experimental results, we learn that the proposed encryption system not only provides a high level of security in the encrypted speech but also offers an acceptable quality for the recovered speech.
Conclusion
In this letter, the proposed speech encryption system applies the permutation mechanism associated with the 64-QAM mapping method and the OFDM scheme to protect the contents of the speech signals. Equipped with a large scrambling key space, the newly proposed speech encryption system is resistant to brute force attacks. Compared with FFT-based system, the proposed OFDM-based system can greatly improve the level of security because the talk spurts and the original intonation have been removed from the encrypted speech. This proposed system also maintains high quality in the recovered speech.
